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THE STATE DEPARTMENT'S CENTER FOR STRATEGIC COUNTERTERRORISM 
COMMUNICATIONS: MISSION, OPERATIONS AND IMPACT 



THURSDAY, AUGUST 2, 2 012 

House of Representatives, 

Subcommittee on Terrorism, 

Nonprolif eration, and Trade, 

Committee on Foreign Affairs, 

Washington, DC. 
The subcommittee met, pursuant to notice, at 2:05 p.m., in 
room 2172, Rayburn House Office Building, Hon. Edward R. Royce 
(chairman of the subcommittee) presiding. 

Mr. Royce. This hearing of the subcommittee will come to 
order. Today we examine the State Department's Center for 
Strategic Counterterrorism Communications. Terrorist 
organizations, as we know, use the Internet. They use it to 
propagandize, and they use it to recruit, and they use it all 
over the globe. So prevalent are these extremist Web sites 
today that they have been described as a ~ ^virtual caliphate'' 
in cyberspace. Several witnesses appearing before this 
subcommittee in the past have urged a more vigorous U.S. effort 
to combat terrorist use of the Internet. 

And to go back to recent hearings on this, one cited "the 
absence of an effective campaign to counter al-Qaeda's 
extremist ideology' ' and made the point that that is a central 
challenge, an ongoing challenge. Another witness said that our 
efforts up until now have been "anemic.'' Stepping into this 
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void is the Center for Strategic Counterterrorism 
Communications, which was established by executive order last 
fall. 

While other U.S. agencies may hack into extremist chat 
rooms to sew confusion or to render them useless, or for the 
purpose of collecting intelligence, CSCC ' s mission is a very 
straightforward one. Its mission is to identify, confront, and 
undermine al-Qaeda or, as the Ambassador likes to say, "get in 
their heads . ' 1 

Arabic, Urdu, and Somali speakers ""contest' 1 in these 
online chat rooms and media Web sites and these forums that are 
set up where al-Qaeda and al-Qaeda affiliates operate. As we 
will hear, the aim of its ""digital outreach team'' is to 
expose the inherent contradictions in al-Qaeda propaganda and 
bring to light al-Qaeda 's atrocities. One recent effort caught 
headlines after the al-Qaeda affiliate in Yemen posted photos 
of coffins. And in these pictures, they had coffins draped in 
American flags. The center produced a counter ad that replaced 
the flags with the flag of Yemen, conveying, of course, that 
most of the victims of the attacks in Yemen have been local 
people. And these videos, of course, got a quick reaction. And 
they were applauded by analysts for the use of the ""out-of- 
the-box' ' thinking. And the use of ridicule is pretty common 
here in terms of this interaction that goes on with al-Qaeda on 
these Web sites. 

So this is new. And there are issues for us to consider in 
this. Can the center keep from becoming just another office 
that is bureaucratic? Can we make sure the innovation isn't 
beaten out of it, you know, keep it fresh? Is it responding to 
events on the ground with what I think you call the appropriate 
" "counternarratives ' ' for those situations? And the digital 
outreach team, which includes many contract personnel, have 
also got to master here some pretty sensitive and complicated 
issues, or they could do harm in this situation. 

So how does the State Department oversee their work? How do 
you avoid some of the quality control issues that have plagued 
some of the U.S. international broadcasting efforts over the 
years? I am thinking about some of the problems we have had 
with respect to Iran, for example. So those are the issues. And 
should it go beyond al-Qaeda as a target? Does the center face 
legal constraints is another issue. 

But an overriding question facing the center is the ability 
to measure its impact. Terrorist propagandists have felt 
compelled to react to the center's work with vitriolic attacks. 
We have anecdotal evidence in terms of the effectiveness. In 
December, a top al-Qaeda Web site began discussing ways to 
counter the videos posted by the digital outreach teams that 
are reaching their audience. State Department officials take 
the attitude that it is better to be hated than ignored when it 
comes to al-Qaeda 's watchers. But at the end of the day, we 
need a measure of effectiveness. We need to know, are opinions 
changing? And if so, is the center a significant influence, or 
is it just a commendable but ultimately futile attempt to empty 
an ocean of militancy with a spoon? 

Those are the issues we are going to be discussing today. 
And we look forward to hearing from our witness. And I will 
turn now to Ranking Member Sherman for his opening statement . 
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[The prepared statement of Mr. Royce follows:] 



REVIEW AUTHORITY: Barbara Nielsen, Senior Reviewerl 



Mr. Sherman. Thank you, Chairman, for holding these 
hearings . 

Back in September 2010, I was sitting there. You were 
sitting immediately to the right, and this same subcommittee 
held hearings called U.S. Strategy for Countering Jihadist Web 
Sites, in which we focused on the efforts to counter the 
radical messages online. And while I know our focus here is 
going to be online, television and radio continue to be even 
more important communications media in most of the world that 
we are trying to reach. 

The State Department Center for Strategic Counterterrorism 
Communications, CSCC, has as its mission to identify, confront, 
and undermine the communications of al-Qaeda affiliates. A 
principal focus is digital outreach. The staff of the center is 
about 45 by the end of this year, I understand, with about 20 
native speakers of Arabic, Urdu, and Somali, and I hope other 
languages as well. And perhaps in your statement you can 
indicate all the languages that you have native speakers 
communicating in. And they are battling on forums and other 
sites where al-Qaeda and its affiliates spread propaganda and 
recruit followers. They expose the work of hate, 
contradictions, false and empty ideology of al-Qaeda. 

And I hope that you are working hand in hand, and maybe you 
will tell us in your opening statement, with the CIA and others 
to identify who the bad guys are, rather than just to argue 
against them. There are some we are not going to be able to 
convince . 

These are open Web sites, forums where vulnerable minds can 
be swayed by al-Qaeda recruiters. According to the State 
Department, the center focuses on two themes in 
counterterrorism communications, that al-Qaeda-inspired 
violence kills disproportionately Muslims, and then violence is 
not necessary for political change. Pakistan is a nuclear-armed 
Islamic state on the front line of several conflicts. With so 
many extremist groups, Pakistan is a pressing international 
problem for us. My hope is that you are reaching out to the 
Pakistani people, not just in Urdu, which is the politically 
correct language that the government and the ISI in Pakistan 
would have you use, but also in the other languages, 
particularly Sindhi . The people of Sindh, who predominantly 
speak Sindhi, have been under attack by governmental bodies. 
And that is why the Government of Pakistan would just assume 
you not use that language. They are so helpful in so many ways, 
that perhaps you might want to ignore their advice. The U.S. 
must reach out to Sindh, when of course the Sindhi language is 
spoken by more people than Urdu, even though I know you have 
native Urdu speakers. So I hope you will be discussing your 
efforts to outreach to southern Pakistan. I would point out 
that this committee passed an amendment stating that at least 
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$1.5 million be spent on radio broadcasts, preferably AM, 
perhaps based in the Emirates, to reach out in the Sindhi 
language . 

The terrorist organizations use the Internet to get their 
message across and spread propaganda. We are told that we 
should simply compete with them by posting things where they 
post things. The more aggressive thing to do is just take down 
their sites. And we invented the Internet, and we ought to 
perhaps be aggressive, either by serving notice on certain 
servers in certain countries or through more surreptitious 
means . Are you so sure that you are going to outdebate them 
that you want them to have the run of the Internet? 

Another issue is the budget. You have had some belt 
tightening, a 2011 budget of $6.8 million. In 2012, it was $5 
million. The request now is for $5.15 million. I would just 
point out that even if your work, is 100th of 1 percent as 
important as our military, you are a real bargain. And it has 
the additional advantage of not having to pay in both blood and 
treasure for our anti- terrorism efforts. 

So I look forward to hearing from you as to what we can do 
to block terrorist communications as well as to answer them. I 
yield back. 

Mr. Royce. Thank you, Mr. Sherman. 

Now we go to Mr. Duncan from South Carolina. 

Mr. Duncan. Thank you, Mr. Chairman. 

You know, I am grateful for the work that the State 
Department Center for Strategic Counterterrorism Communications 
is seeking to do. In addition to serving on this subcommittee, 
my work on the Homeland Security Committee has enabled me to 
study this issue in depth. And I believe strategic 
communications is crucial. 

This issue is really an issue about the war of ideas. How 
do we achieve victory on a battleground for the hearts and 
minds of individuals who not only commit violent actions, but 
who seek to destroy America, our values, our freedoms, and 
ultimately our Constitution? So what do we do with a war that 
involves conflicting visions of the world; western 
civilization, which values freedom, versus a totalitarian 
political ideology of Islamists espoused by al-Qaeda and other 
terrorist organizations, including the imposition of a rigid 
form of sharia? Radical Islamist clerics and terrorist 
organizations have become masters at using social media. 
Facebook, YouTube, Twitter, Internet chat rooms, and al-Qaeda ' s 
Inspire allow the publication of religious commentary and 
religious opinions to large audiences instantaneously. 

In the course of this hearing, I would like know to know to 
what extent social media plays in the role of the center's 
identification of current and emerging trends of extremist 
communication. Does the center have an alternative or 
counternarrative to al-Qaeda' s Inspire? Additionally, I want to 
understand how the center defines strategic counterterrorism 
communications. What is so strategic about what the center is 
doing? In other words, by strategic, does the center mean 
coordination of communications all across government channels? 
More a bureaucratic messaging strategy? Or does it mean that 
the U.S. Government communications will have a strategic 
effect? I believe the center is on the right path in seeking to 
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steer individuals away from violence. 

However, I believe that we can take it further by, one, 
understanding the ideology of Islamists; number two, directly 
countering the ideology by attacking Islamists' authenticity, 
delegitimizing groups, individuals, and movements that support 
Islamist discourse and power; and number three, neutralizing 
Islamist propaganda by showing the parallels between islamism 
and other forms of political ideology, like totalitarianism and 
fascism and other things. And so Ambassador Fernandez, thank 
you for being here today to testify. I look forward to your 
testimony. . 

And with that, Mr. Chairman, I will yield back. 
Mr. Royce. Thank you, Mr. Duncan. 

Today we are joined by Ambassador Alberto Fernandez, the 
State Department's Coordinator for the Center for Strategic 
Counterterrorism Communication. 

Previously, Ambassador Fernandez served as U.S. Ambassador 
to Equatorial Guinea. He served as director for Near East 
Public Diplomacy from 2005 to 2007 and held senior diplomacy 
positions at the U.S. Embassies in Afghanistan, Jordan, and 
Syria . 

I think you were stationed in Sudan for a while. 

A career member of the Foreign Service, Ambassador 
Fernandez has received the Presidential Meritorious Service 
Award and the Edward R. Murrow Award for Excellence in Public 
Diplomacy, among others. He is fluent in Arabic and in Spanish. 

We welcome you to the committee. 

And I would like to acknowledge that the Ambassador 
submitted his testimony to the committee well in advance of 
this afternoon's hearing, a first I think. It is much 
appreciated, obviously, by the members of the committee. 

Your complete written statement, of course, will appear in 
the record. What we are going to suggest is a shorter 5 -minute 
opening statement, and then we will proceed with questions. 

And again, Ambassador, thank you for joining us. 

STATEMENT OF THE HONORABLE ALBERTO FERNANDEZ, COORDINATOR, 
CENTER FOR STRATEGIC COUNTERTERRORISM COMMUNICATIONS, U.S. 

DEPARTMENT OF STATE 

Ambassador Fernandez. Thank you Mr. Chairman. 

Mr. Chairman, Ranking Member Sherman, and Mr. Duncan, thank 
you for the opportunity to be here today. I am pleased to be 
with you this afternoon to discuss the interagency Center for 
Strategic Counterterrorism Communications. I will make brief 
remarks drawing on my formal testimony. 

CSCC was established at the direction of the President and 
the Secretary of State to coordinate, orient, and inform 
government-wide foreign communications activities targeted 
against terrorism and violent extremism, particularly al-Qaeda 
and its allies. We are housed in the Department of State with 
the Under Secretary for Public Diplomacy and Public Affairs . I 
report directly to Under Secretary Sonenshine and work very 
closely with the Bureau of Counterterrorism, other department 
bureaus, and other agencies. 

We have a steering committee chaired by Under Secretary 
Sonenshine with CT Bureau Coordinator Ambassador Benjamin as 
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vice chair. The committee comprises nine agencies, including 
NCTC, the Departments of Defense, Treasury, Justice, Homeland 
Security, CIA, and USAID. We target a specific audience 
overseas through our products for U.S. Government 
communicators, projects, and the online engagement of our 
Digital Outreach Team. 

As many of you know, al-Qaeda has repeatedly made clear the 
high importance it attaches to the media struggle. Ayman al- 
Zawahiri has described the communications space as more than 
half of the battle. And one scholar noted recently that al- 
Qaeda has transformed from a global terrorist organization that 
used the media into a global media organization that uses 
terrorism. So our goal is to move quickly, to respond 
effectively and to contest the space which had been for too 
long monopolized by our adversaries. 

For example, very recently as troubling developments in 
Timbuktu unfolded last month, we were writing a preliminary 
media strategy and producing new digital material specifically 
focused on al-Qaeda in the Islamic Maghreb and its allies' 
destructive activities in northern Mali. To achieve our goals, 
CSCC is divided into three distinct areas of operation, 
intelligence and analysis, plans and operations, and the 
Digital Outreach Team, or DOT. 

The intelligence and analysis section gathers analytic 
support from the intelligence community, academia, and other 
sources of relevant expertise that is essential to our mission 
to counter violent extremism. 

We subscribe to two guiding principles for the center's 
operation: That counterterrorism communications should be 
guided by the best intelligence and academic analysis of the 
audience, the adversary, and the appropriate communications 
themes and techniques; and that this must be an interagency 
effort, drawing on analytical and operational skills across 
U.S. Government agencies. The detail to CSCC of intelligence 
community and U.S. military personnel make this goal a feasible 
one . 

The second part is the plans and operations team, which 
designs and implements nondigital CVE communications 
strategies, tools, and programs to counter al-Qaeda 's ability 
to recruit and win support. This section focuses on undermining 
the efforts of al-Qaeda and its affiliates in and emanating 
from five priority areas using nondigital means. The five 
priority areas being Al-Shabaab in the Horn of Africa; al-Qaeda 
senior leadership and its affiliates and allies in Pakistan; 
AQIM and its associates across the Sahel through Northern and 
Western Africa; al-Qaeda in the Arabian Peninsula; and al-Qaeda 
in Iraq and its offshoots in that general area of the Fertile 
Crescent . 

These plans and ops teams provide CVE communications 
material for use by all U.S. Government communicators with 
foreign audiences. These tools include CSCC communications 
templates on topics such as highlighting Al-Shabaab 's actions 
against Somalis and shorter Quick Thoughts documents, such as 
the recent, * ~A Plague of Locusts: CT Messaging Against AQIM 
and Ansar al-Din. ' ' 

CSCC's third section is the Digital Outreach Team, or DOT, 
which directly counters the al-Qaeda narrative in the 
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interactive digital environment. Most of this team's 
engagements, which number more than 7,000 since joining CSCC, 
consist of written text posted to online forums, Facebook, or 
the comments sections of media Web sites. But they also use 
video. They also use poster art, and other means. Engagements 
are branded. Writer analysts identify themselves as members of 
the Digital Outreach Team at the U.S. Department of State. This 
is overt communication in this digital space. 

Three basic principles animate this team's activities: 
Contest the space, redirect the conversation, and confound the 
adversary. An early measure of effectiveness has been the irate 
responses from online extremists who fulminate on various 
occasions, expressing a desire to hack the Digital Outreach 
Team's YouTube channel, warning their followers to be wary of 
providing fodder for the team, and even discussing the 
possibility of setting up their own radical Digital Outreach 
Team to conquer what we are doing. The digital environment is 
rapidly changing, as are al-Qaeda's efforts to exploit them. 
CSCC is committed to keeping pace and innovating. The rise of 
hand-held devices provides an opportunity to do so. And we have 
already deployed video with mobile platforms in one of our 
highest priority areas. A recent Yemen- focused clip garnered 15 
to 20 percent of views on mobile devices. 

Future plans include establishing a presence on mobile- 
based interactive environments, distributing audio and visual 
files over mobile devices, and finding new ways to deliver 
digital content to the physical environment through hand-held 
devices. As an example of our work, we recently have a campaign 
that just included a focus in the Urdu language in Pakistan for 
a 30-month period in June- July 2012, pushing back against 
extremist narratives in Pakistan with examples of U.S. -funded 
aid projects. For more than 30 days, the team carried out 255 
engagements using 10 videos and 10 still images on 29 online 
platforms, reaching nearly 50,000 people through Facebook and 
forums, and generating over 400 comments. That was one very 
targeted, narrowly focused campaign on a very specific subject. 

Gentlemen, thank you for your interest and your continued 
support, and I look forward to answering your questions and 
getting into greater detail. But thank, you very much. And it is 
a real pleasure to be here. 

Mr. Royce . Thank you, Ambassador. 

[The prepared statement of Mr. Fernandez follows:] 



Mr. Royce. We appreciate your testimony. 
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Let me ask you a question that goes to your strategy. I can 
readily understand the video that you did, stressing al-Qaeda's 
willingness to kill fellow Muslims, and especially the concept 
of destroying the indigenous culture, which we saw in Mali, 
which we saw in Timbuktu, which we saw on the attacks on the 
Sufi mosques in Pakistan and the destruction there. 

But moving to the issue of your team stressing the USAID 
projects in Pakistan, I have never seen our efforts win any 
points in Pakistan. We are about as unpopular as can be there. 
My last three trips there I saw that the Deobandi schools were 
still in full throttle. But why this particular message, as 
opposed to a message of what is being done to traditional 
Pakistani culture by this radical change, you know, on the 
order of what we saw in the Cultural Revolution in Mao's China? 
It is an attempt to destroy the past evidence of the culture. 
You saw that in Afghanistan. The destruction of art, of Muslim 
art as well as Buddhist. And so I think that that is probably a 
more powerful argument, but I wanted to see why we were going 
with this approach. 

Ambassador Fernandez. That is a very good question, sir. We 
use a variety of themes at different times. The theme you 
identify of the radical extreme, unusually extreme nature of 
al-Qaeda and its allies, its virulence, its alien nature from 
the mainstream of Muslims everywhere is one that we stress 
traditionally. So we do stress that in Pakistan and in the 
other areas we work. This specific campaign, as I said, we 
often try to highlight a specific campaign at a specific time. 
So we wanted to use AID'S programs as a push back for this 
specific campaign that we did in the month of July. But the 
image, the thrust of what you described is our daily bread and 
butter. It is something that we do all the time. 

Mr. Royce. Let me ask you this. The center is beneath the 
Under Secretary for Public Diplomacy. One of the things I 
thought about here is we have got this new counterterrorism 
bureau, which the department would like to empower. And given 
your specific mission, it would seem to me that it should be 
placed right there. I wanted to ask you about that. 

Ambassador Fernandez. Well, we are literally a stone's 
throw from the CT bureau. They are our next door neighbors, and 
we meet with them on a daily basis. 

Mr. Royce. I understand that. But in terms of strategy and 
tactics, the Under Secretary is more focused, really, on 
cultural and educational exchanges and this type of thing. And 
I think the head of the counterterrorism bureau, given where we 
are trying to drive this policy, would be a lot better equipped 
to deal specifically with your mission. So I understand your 
argument that you talk with them. But I really think it is one 
and the same in terms of the strategy here. And there should be 
consideration in terms of readjusting that mission. Give me 
your response to that if you would. 

Ambassador Fernandez. Certainly. I can see value in both 
approaches. I mean, obviously, we are working in a 
communications field. So that is very germane to the work of 
the Under Secretary for Public Diplomacy and Public Affairs. 
And this is, as Mr. Duncan noted, this is an ideological 
question, this is a question of messages and narratives. So I 
can see that it has a public dimension. 
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On the other hand, we have to work very closely with our 
counterterrorism colleagues not only in the CT bureau, but 
across the interagency with NCTC, with CIA, and others. And so 
I can see the value of both of those arguments. 

Mr. Royce. Thank you, Ambassador Fernandez. 

Mr . Sherman . 

Mr. Sherman. Thank you. You have native speakers in Arabic 
and Urdu and Somali. What other languages do you have native 
speakers in? 

Mr. Royce. Ambassador, bring your mic a little closer when 
you answer, please. 

Ambassador Fernandez. Thank you, sir. 

Generally, those are the three languages we focus on. 
Obviously, we have native speakers, for example some of our 
Urdu speakers speak more than Urdu. But our messaging has been 
in those three languages. But even that is new. We added Somali 
only recently. So we are certainly open to adding other 
languages. And we are certainly open in exploring the option 
that you discussed. 

Mr. Sherman. I would hope very much that you would focus on 
Pakistan, which is the only nuclear state of interest to your 
organization, and that you would focus on the different 
languages of Pakistan, since Urdu is spoken by only 8 percent 
of the population and the Sindhi language is spoken by 12 
percent. I am glad to see you are part of the overall public 
diplomacy effort. 

But in the communications world, there is a tendency to 
just create some separate Web people, when in reality our overt 
communications on the Web are directly tied to what we do at 
Voice of America, radio and television, what we do under false 
flag Web postings, which I guess is another department, 
probably should be the same department. And how closely do you 
work with Voice of America to make sure that you are making the 
same points, especially when you are posting video, and they 
are making TV shows? 

Ambassador Fernandez. We certainly, they are colleagues, 
and as a public diplomacy officer, I know them. We see them 
frequently. We have staff that came from the BBG. 

Mr. Sherman. Do you promote their programs? 

Ambassador Fernandez. Not really. 

Mr. Sherman. Do you take their tape and put it up on 
YouTube ? 

Ambassador Fernandez. That is not something that we have 
done. The reason I would say is our focus has been that there 
is a great deal out there that the U.S. Government is doing 
which is supportive, sending a positive message. What we are 
trying to do is attack the enemy. 

Mr. Sherman. I would hope that the Voice of America is 
doing that, too. If you are the only one countering the 
terrorist message directly, and we decided to do it only on the 
Web, and not radio and television, a lot of us are here in the 
communications business, some of us have been involved in 
campaigns, none of us would dream of getting our message 
exclusively out on the Web and ignoring radio and television. 
And I guess these days none of us would think of doing the 
exact opposite of that either. 

And then I pointed out in my opening statement, how closely 
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do you work with those who could either take down a terrorist 
site or identify terrorist individuals by looking at what is 
going on on the Web? 

Ambassador Fernandez. We work very closely with those who 
are identifying the appropriate recipients or individuals. 
Since we have an intelligence community component within CSCC, 
we have CIA officers working within CSCC. We have reach back 
into the intelligence community. 

Mr. Sherman. You don't have to tell me what we have done, 
but has anybody taken down a major terrorist Web site, whether 
we did it or maybe, you know, some act of God did it? 

Ambassador Fernandez. That is of course a related but 
different field, which is called cyber warfare. And I think 
there have been some very big successes there. 

Mr. Sherman. Have you noticed any of these sites that you 
are trying to oppose disappearing, which is a very good way to 
oppose them? 

Ambassador Fernandez. They seem to come and go and come 
back. 

Mr. Sherman. Now, you have experts in the culture and 
language that you are trying to reach out to. But many of these 
arguments get down to the details of Islamic law and the 
Hadith, the Koran. Do you have people there who have read 1,000 
fatwas from various respected clerics who can tell you what is 
a good Hadith and a bad Hadith? How good are you at having 
people that can argue on Islamic terms? 

Ambassador Fernandez. That is a very good question. What we 
try do is focus not so much on abstract questions of Islamic 
law, but on the enemy's actions and point to the internal 
contradictions, the incoherence and dissonance that exist in 
the enemy's own discourse. 

Mr. Sherman. So you show that they are not- -that they are 
hypocritical vis-a-vis their own statements, not that they are 
unlslamic because their actions contradict parts of the Koran. 

Ambassador Fernandez. That is exactly right. 

Mr. Sherman. I don't know if Congress will give you enough 
money to do it, but I hope that you would go beyond showing 
that they clash with their own statements and show that they 
clash with the best in Islam. And I believe my time has 
expired. Do get back to me on your efforts to go into those 
other languages. Thank you. 

Ambassador Fernandez. Thank you. 

Mr. Royce. We are going to go now to Mr. Duncan from South 
Carolina . 

Mr. Duncan. Thank you, Mr. Chairman. 

Ambassador, what is the center doing to neutralize the 
communications of state sponsors of terrorism, such as Iran, 
especially in the areas of immediate importance to the U.S., 
like Iraq and Afghanistan, where the Iranian Government is 
really seeking to fill the political vacuum the U.S. is leaving 
in its rapid withdrawal? 

Ambassador Fernandez. Sir, since our focus has been mostly 
on al-Qaeda, we are so new, Iran 

Mr. Duncan. I think you need to start focusing on Iran. 
Just a word of caution. 

Ambassador Fernandez. I can see the value of that. That 
goes to a question that several of you have asked. Obviously, 
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we have our main focus, which is guided from the National 
Counterterrorism Strategy, which focuses mostly, principally on 
al-Qaeda. But under the direction of the interagency, we are 
ready and willing to take up new tasks, whether it be new 
specific areas, new languages, or new adversaries. 

Mr. Duncan. Okay. Define how the center views the long-term 
strategic goals of Islamist extremist groups that presently do 
not wage terrorism against the U.S., specifically the Muslim 
Brotherhood. How have you all addressed that? 

Ambassador Fernandez. Well, there is incredible hatred for 
the Muslim Brotherhood among al-Qaeda. You know, we see daily 
the daily vitriol, propaganda that al-Qaeda puts out every 
single day. And they call the Muslim Brotherhood traitors. They 
call them renegades. They call them people that are 
collaborating with this disgusting western thing which is 
called democracy and elections. Because they believe there 
should be no democracy, there should be no elections. 

The idea that a Muslim, even a conservative Muslim, like 
the Muslim Brotherhood, would be elected is anathema to al- 
Qaeda. Because for them if you are elected one day, as you 
yourselves know, one day you are elected, one day you can be 
chosen not to be elected. And the way al-Qaeda sees it, that is 
not the role of the people. The people have no role in that. 

So any Muslim, whether they be the most conservative, you 
know, anti-Western Muslim who participates in the political 
process, even Salafis, are seen as anathema by al-Qaeda. One of 
the most fascinating things which has happened over the last 
year, which I am sure you are well aware of, is that we have 
had the most dramatic, incredible political events in the Arab 
world in decades, maybe in centuries that have happened over 
the past year, and al-Qaeda had nothing do with it. Absolutely 
nothing. You had governments falling. You had people in the 
streets. You had millions marching, and al-Qaeda was not part 
of that conversation. This drives them crazy. This drives them 
crazy in the propaganda, that basically the most important 
thing that is happening in the Arab world, and al-Qaeda is 
basically an Arab organization, and they are completely 
irrelevant to that issue. 

Mr. Duncan. That is kind of an interesting answer. I 
appreciate you bringing that up. That is something I want to 
chew on a little longer. 

Just on a different line of questioning in my remaining 
time, reportedly the Fort Hood shooter, Major Hasan, was 
influenced over the Web. Has the center studied this 
indoctrination? And how has it influenced the way the center 
operates? 

Ambassador Fernandez. That is a very good point, and it 
goes to a point that the chairman mentioned as well when he 
talked about the virtual caliphate. And that is that one of the 
unfortunate things or one of the realities that we face on the 
Internet is that over time, you have a base of stuff that is 
out there. And so there is a you can say a hill or a mountain 
of poisonous stuff that has been spewed out by the extremists, 
whether photos, or videos, or words, and it is there. And even 
if the terrorists are eliminated, that material is still there, 
and it can infect, it can poison young minds, impressionable 
minds, anywhere in the world. 
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Mr. Duncan. Are you also looking- -you are looking at what 
al-Qaeda and the extremists are posting on their Web sites, but 
you are also in the chat rooms, so you are seeing what possibly 
a Major Hasan would post himself in a chat room and engaging in 
conversation. Are you all monitoring that? Are you sharing that 
with other intelligence agencies? 

Ambassador Fernandez. Since we have a relationship with the 
intelligence community, we get information from them, and we 
also, when we see things, we share that with them if 
appropriate, yes. 

Mr. Duncan. I think that is important. You know, I am 
frustrated on Homeland Security when I hear some of the 
agencies aren't talking, aren't sharing information, especially 
when it comes to immigration issues. But I want to make sure 
that we don't have this stovepipe effect that we experienced 
after the 9/11, and what the commission report put out. 

So, with that, Mr. Chairman, I will yield back. 

Mr. Royce. Thank you, Mr. Duncan. 

We will go now to Mr. Poe from Texas. 

Mr. Poe. Thank you, Mr. Chairman. 

On Friday, a journalist who was angry with NBC's tape 
delay, which we are not going to discuss, of the Olympics, 
spoke out over Twitter. NBC complained to Twitter. By Sunday, 
Twitter had shut down the journalist's account. Twitter 
wouldn't restore that for 2 days. 

But when it comes to a terrorist using Twitter, Twitter has 
not shut down or suspended a single account. According to 
Twitter's terms of policy, any "person barred from receiving 
services under the laws of the U.S. may not own a Twitter 
account.'' Terrorist organizations using Twitter, to me, is a 
violation of U.S. law. 

Section 219 of the Immigration and Nationality Act states 
that it is unlawful to provide a designated FTO with 
"'material, support, or resources, including any property, 
tangible or intangible, or services. 11 

Among those, communication equipment and facilities. 
Terrorists are using Twitter. Twitter is a communication 
service. It seems like it is a violation of the law. 

One example is the Somali al-Qaeda affiliate Al-Shabaab. 
Shabaab is an officially recognized foreign terrorist 
organization. Killed 74 people in a series of suicide bombings 
in Uganda during the 2010 World Cup. Shabaab has its own 
Twitter account. On December 7, interesting date, 2011, it 
tweeted, "The jihad being waged here in Somalia shall continue 
until the country is purified of all the invaders.'' Two more 
officially recognized foreign terrorist organizations, Hamas 
and Hezbollah, started tweeting in 2009 and 2011 respectfully. 
The Taliban, which the U.S. Government held accountable for the 
attacks on 9/11, has two official Twitter accounts. August 8, 
2011, the Taliban tweeted, "Four American cowards killed, six 
wounded in battle, two tanks destroyed. 1 ' I could go on with 
more and more , but I won ' t . 

Twitter says it can't verify these accounts are really used 
by terrorist groups or someone claiming to be these groups. So 
Twitter relies on the United States Government to verify 
accounts. Twitter says it will comply if the government asks 
them to shut down an account . 
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To my knowledge, not one terrorist Twitter account has ever 
been shut down by our Government . 

And I want you to correct me if I am wrong on that, Mr. 
Fernandez . 

There is a reason why Hezbollah tweeted an average of about 
250 tweets a day since it opened its account in November. 
Twitter is a great way to spread propaganda and get new 
recruits and promote crimes against Americans. 

My question is NBC was able to get the Twitter folks to 
close it down because some civilian complained about their news 
service or about the Olympics. Not saying that is right or 
wrong, but that did occur. 

So my question really is, can you describe the terrorists' 
use of Twitter and what we are actively doing about it? 

Ambassador Fernandez. I would say, sir, that is mostly a 
law enforcement question. So it is not my area of 
responsibility in the sense that we are dealing with 
communications . 

From what I see in Twitter, it is certainly in the 
languages that we are working, it is not a major issue in the 
vernacular languages. In other words, it is often used in 
English to communicate with English language constituencies. 
For example, Al-Shabaab using Twitter was in English, not in 
Somali . 

So since we are focused on the vernacular languages, 
Arabic, Urdu, Somali, and potentially others, that is not our 
main area of focus . 

But I certainly understand your concern. But I think that 
is a question for law enforcement authorities, both here and 
internationally, rather than a communications entity. 

Mr. Poe. Does the State Department have a policy regarding 
FTOs using Twitter? Do you have a policy about what the State 
Department is going to do or not going do? Any policy at all 
about Twitter? Or is that just somebody else's responsibility? 

Ambassador Fernandez. Twitter, obviously, is an American 
entity, and so it is all our responsibility. 

But as I said, since we are focused overseas in foreign 
languages and not in English and not in something like Twitter, 
which is very narrowly defined; that is not an area where we 
work on on a regular basis. Al-Qaeda doesn't use Twitter. 

Mr. Poe. You would agree, would you not, that some foreign 
terrorist organizations do? 

Ambassador Fernandez. Definitely. Definitely. 

Mr. Poe. It works. They get recruits, and they spread 
propaganda. At least they claim to do things that have occurred 
throughout the world. And so I am just concerned about what the 
United States' position on that is and what we can do about it, 
if anything. Do you have a recommendation? 

Ambassador Fernandez. You know, since it is not something 
that we are working on in the Twitter field, it is not an area 
which I am very well versed. 

Certainly we need to look at all the tools in the toolbox. 
And CSCC's view has always been that the area where the enemy 
focuses on, that is where we should go. The main focus, for 
example, of al-Qaeda's social media communications is video and 
text on Web sites, on media fora. For them, Twitter is not 
something that they look at . 
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As you mentioned very rightly, some other terrorist groups 
do use it, especially to communicate with sympathizers in the 
West. So to me, that seems that that is a very legitimate 
question for law enforcement individuals in the State 
Department and outside of the State Department. 

Mr. Poe. Thank you, Mr. Chairman. 

Mr. Royce. Thank you. We are going to go through another 
round of questions. 

Let me ask you this, Ambassador Fernandez. The State 
Department has a reputation, in terms of the clearance process, 
that a lot of times could hinder a rapid response, right? And 
the one thing you need to be effective is the ability to 
respond quickly. Is this a fair criticism, and how we can 
ensure that what you do isn't weighed down by a process which 
becomes very cumbersome, very bureaucratic in nature? 

Ambassador Fernandez. Well, sir, anyone who has worked in 
Washington in government knows the clearance process can be 
very cumbersome. It is not just in the State Department. That 
is true anywhere in government. 

We are fortunate in CSCC in that the people that started 
this about l\l/2\ years ago realized that this was going to be 
an issue. So when it comes to our digital operations, the 
clearance process is internal to CSCC. 

Mr. Royce. I see. 

Ambassador Fernandez. Which means we are able to respond 
within minutes to an opportunity. 

Mr. Royce. Very good. I wonder if you could just give us an 
example or two of the success beyond what we have talked about 
today in terms of what you do, how it works. Just share it with 
the committee . 

Ambassador Fernandez. Well, there are many. I would say 
that it is not an easy thing. It is a difficult thing. One day 
you feel you have made a success, and another day you feel like 
you are starting all over again. The one that garnered a lot of 
attention is an important one in that, as you know, al-Qaeda in 
the Arabian Peninsula tried to establish a foothold in south 
Yemen. We focused on that. We used all our tools and did, over 
a very short period, 600 engagements. We put out videos. We put 
out poster art like the one that you referred to. It received a 
very positive response by basically people adopting the 
rhetoric that we were using against the terrorists. 

So, for example, one thing we did, al-Qaeda doesn't like to 
call itself al-Qaeda in Yemen. They are ashamed of that. And so 
they use a pseudonym. They call themselves Ansar al-Shariah. 
Because sharia in some Muslim circles is like, you know, mom 
and apple pie. And so we began in our messaging to call them 
Ansar al-Sharr, which means Partisans of Evil. And we noticed 
other people writing digitally adopting the nickname that we 
had given to them. And this organization, al-Qaeda in the 
Arabian Peninsula, in its last newsletter before it had to head 
for the hills when the Yemeni army drove them out of their safe 
havens, devoted an entire page to our operation, attacking what 
we were doing. 

Mr. Royce. That was clever, and it was quick. I remember 
the 9/11 Commission, when they did their thorough study of our 
national security agencies, said we just lacked imagination. 
And the other concern is just that imagination can get quashed 
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or destroyed by bureaucracy. So you have got a situation where 
everything is pre-cleared, you can basically use your best 
judgment to keep up with the terrorist networks. 

But let me ask you this. The other thing we are really 
interested in is how to quickly close down these sites. Now, I 
know as fast as these sites move and spring up and you try to 
stay abreast of them, that that is a difficult process. But 
tell us how you work in conjunction to make sure that we do all 
we can do to get these things off the Web. 

Ambassador Fernandez. That is a good question. I mean, 
there are two issues here. There are terrorist sites where 
terrorists communicate to each other. And those are often 
password protected sites, those are basically terrorists have 
to sign in, you know, this is terrorist so and so from- -known 
by somebody. Those are the object of cyber operations. Where we 
focus on is a slightly larger but more dangerous pool, which 
is, as I was telling Mr. Duncan, the terrorists want to go from 
the margins to the mainstream. They want to metastasize. They 
want to infect a larger population. So where we focus with our 
overt work are these--the middle ground of the contested space, 
which are sites that often are very political sites where 
people in the Muslim world are concerned about politics and 
reading about politics. And al-Qaeda trolls for people to 
radicalize them, to make them from maybe people who are unhappy 
with the United States or even angry at the United States to go 
that extra mile from being angry to being a terrorist. So that 
is the area where we are working. 

Mr. Royce. Thank you, Ambassador Fernandez. 

Mr . Sherman . 

Mr. Sherman. One of the important things in protecting the 
American homeland is to prevent the radicalization of those who 
are fluent in English and could be the most effective 
terrorists operating here. Do you operate in English? And if 
not, who does? 

Ambassador Fernandez. Sir, we do not operate in English. 
Obviously, since our being with the State Department, our focus 
being overseas, our main focus is of course in those vernacular 
languages which I mentioned. A lot of what you are talking 
about of course is extremely important. It falls in the area of 
domestic radicalization, would be DHS and others. 

Mr. Sherman. There is an international component to 
everything I am talking about . 

Ambassador Fernandez. Yes. 

Mr. Sherman. U.S. -based sites don't say how to build a bomb 
in the kitchen of your mom. So all of this is international. 
The English language is international. And preventing someone 
fluent in English from becoming radicalized may be many times 
more important than preventing someone else from being 
radicalized in the sense of protecting the districts we 
represent. It is hard to criticize you for not doing more, 
because your budget is I believe the smallest of any government 
entity that has come before this subcommittee, let alone the 
full committee. 

And so let me continue my efforts to get you to do more 
without necessarily being part of getting you any more 
resources. You seem to be focused on Sunni terrorism. What 
about the Shiite extremist groups and the Farsi language? 
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Ambassador Fernandez. Farsi has not been our focus at all. 
We focus on those three languages. There are obviously other 
terrorist groups, like Hezbollah, which are of great concern to 
all of us. That has not been a task that we have taken on yet. 
But if we are directed to do so through the interagency, we are 
very happy to engage on that issue with the same alacrity and 
the same tools that we have engaged in Arabic against al-Qaeda. 

Mr. Sherman. Congress never said limit yourself to the 
Sunnis or limit yourself to the three languages you are doing. 
We would like you to do it all. And you may have to be larger. 
And I would hope that those a pay grade or two above you will 
indicate how we can make your operation larger without 
necessarily increasing the entire State Department budget. 

I would like to get back to the idea of taking down the bad 
sites. You have indicated these sites come and go. Have any of 
them gone in the sense of the plug was pulled on them? And has 
there been traffic where people complain that there was a 
popular terrorist Web site, and it looks like the damn 
Americans or somebody else has taken it down? 

Ambassador Fernandez. That certainly has been things that 
have been said at times by terrorist groups and their 
sympathizers. But given the nature of the Internet, and given 
its very fluid nature, these things do tend to pop up. You 
know, when they are taken down, they pop up in a different- -or 
a similar organization takes its place. 

Mr. Sherman. The disadvantage to the terrorists there is 
that, you know, a lot of American companies spend a fortune to 
get you on their, you know, bookmarked, et cetera. And to the 
extent that you can have people say, oh, that site is not 
there, I got to go search, maybe they will end up at a 
reasonable site. 

Ambassador Fernandez. Make it more difficult. 

Mr. Sherman. Yes, exactly. 

Ambassador Fernandez. Or put a cupcake on the picture, as I 
think I read on Congressman Royce's blog. 

Mr. Sherman. You are searching the Internet more than I am. 
I have not read Congressman Royce's blog. I am sure he will 
tell me about it on the floor. 

With that, I yield back. 

Mr. Royce. I will do it on your time right now. Foreign 
Intrigue Blog, if you would like to access the Web site. The 
Foreign Intrigue Blog. 

Thank you, Mr. Sherman. 

Mr . Duncan . 

Mr. Duncan. Thank you, Mr. Chairman. 

As I have been sitting here listening, I keep going back to 
a couple of things. I want to blend some of the things I asked 
earlier with what Congressman Poe had mentioned. You know, 
Twitter is used abroad. And I think the center's jurisdiction 
is focused on abroad, communications abroad, the foreign 
audience, communicating with a foreign audience. So I disagree 
with one thing you said. I don't believe this is a DHS or an 
FBI law enforcement jurisdiction area. I do think the 
Department of State and your center does have some jurisdiction 
in this as regard to what foreign nationals do use Twitter for. 
And they are absolutely using Twitter. That is not a question. 
That is just a statement. If you want to respond to that in 
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just a minute, I don't mind that. 

But you keep going back to al-Qaeda. Is it the State 
Department and this administration's policy that al-Qaeda is 
our only threat? 

Ambassador Fernandez. We are guided by the National 
Counterterrorism Strategy. 

Mr. Duncan. Would you pull the microphone up a little bit? 

Ambassador Fernandez. We are governed by the National 
Counterterrorism Strategy. The main focus of the National 
Counterterrorism Strategy is al-Qaeda. It also refers to other 
terrorist threats throughout the world. Given the sheer volume 
of poison that they put out in the digital world and in the 
communications world, it made sense for this organization, 
which is such a new organization, to focus on them. Certainly 
we are open to direction to do new tasks. But you have seen the 
threat information, as we have, and you have seen just the 
sheer volume of stuff that is put out there. 

Mr. Duncan. And it is amazing. It is overwhelming. I agree 
with you there. We have had this conversation. 

Ambassador Fernandez. We are certainly willing to look at 
other opportunities. 

Mr. Duncan. I just don't want the agency, the State 
Department or any agency, to get tunnel vision, to be so 
focused on what you perceive as the threat coming from al-Qaeda 
that we get blindsided. Now, I hope you have looked at the 
foreign terrorist organization list on the State Department Web 
site . 

Ambassador Fernandez. Yes. 

Mr. Duncan. I glanced as it just now. And I see Hezbollah, 
Abu Sayyaf, Hamas, Palestinian Liberation Front, Al-Shabaab, 
Haqqani, Boko Haram, FARC. There are a lot of threats to this 
Nation. And we look at what has happened just in the Western 
Hemisphere with Iran coming over and the Saudi Ambassador 
assassination attempt that was thwarted. There are so many 
things, I do not want you to get tunnel vision. I think America 
is threatened more by the State Department focusing solely on 
al-Qaeda . 

And so as you are monitoring these sites, you know, you 
better monitor Hamas. You better monitor Hezbollah. You better 
monitor Abu Sayyaf, which is limited, but there are a number of 
others. I just want to raise awareness to that and ask you to 
respond to what is being done. 

Ambassador Fernandez. We are certainly very open-minded 
about the threat. Obviously, there is a lot the U.S. 
Government, including the State Department, does on 
counterterrorism aside from the communications field, a whole 
range of policies directed at all of those groups. But we are 
open to looking at those threats. We certainly aim not to have 
tunnel vision. 

I think maybe because we have a small budget, we want to be 
nimble. We want to be agile. We want to be creative. And we 
have been. So we will continue to be that way and monitor and 
look at the threat and go wherever the threat takes us. 

Mr. Duncan. Was your area within the State Department 
created post-9/11? 

Ambassador Fernandez. Yes, very much so. 

Mr. Duncan. Okay. We have seen that created. We have seen 
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the Department of Homeland Security created, 15,000 employees, 
$3.4 billion complex out on the Potomac. We are spending a heck 
of a lot of money in this country to bring assets online. And I 
can go on and on, National Counterterrorism Center and other 
things. I want to make sure that you guys are all talking. I 
think there is- -you know, State is looking foreign, but I think 
there is a tie in and a need to make sure that NCTC, and your 
group there at State, and Homeland Security, and everyone else 
are communicating, sharing information. As overwhelming as it 
is, there are ways to assimilate and tie that information 
together. Are you doing that? 

Ambassador Fernandez. Absolutely. 

Mr. Duncan. Are there shared systems? Are there platforms, 
Google-based, where this information is all pulled together if 
you search one search word? 

Ambassador Fernandez. Absolutely. We think one of our 
distinctive features is our connection to the intelligence 
community. So that we are able to leverage the best analysis 
and thought of the intelligence community in our work. And it 
goes both ways. We sometimes find things that are of great use 
or interest to them, and they also help us in the whole 
question of collection of data, whether they be images, 
information, material that we can use to disparage and 
discredit the enemy. So, yes, I think there is an excellent 
relationship, excellent communication with CIA, with NCTC, and 
with others. 

Mr. Duncan. Ambassador, you have a challenge. And so thank 
you for sharing this. It is something I think we, as Congress, 
and the administration needs to work on to protect America. I 
appreciate your efforts. 

Ambassador Fernandez. Thank you. 

Mr. Royce. I thank you. I think the members are supportive 
of your efforts here. You are taking on a very difficult 
mission. We will want to keep the conversation on this going. I 
wouldn't be surprised if at some point you run into some of the 
same quality control issues that we have had with VOA and RFA 
on the Persian Service with respect to some of the Farsi 
speakers. It just seems to go with the territory. But as long 
as you are attuned to it, I think that would be important. As I 
mentioned, we will have some specific questions for you on the 
record. And again, we appreciate all your efforts. We stand 
adj ourned . 

[Whereupon, at 3:04 p.m., the subcommittee was adjourned.] 



APPENDIX 



Material Submitted for the Hearing RecordNotice deg. 



UNCLASSIFIED U.S. Department of State Case No. F-2012-28807 Doc No. C05424886 Date: 08/23/2013 



C0542 4 8 87 r IED U.S. Department of State Case No. F-201 2-28807 Doc No. C05424887 Date: 08/23/2013 



RELEASED IN FULL 



REVIEW AUTHORITY: Barbara Nielsen, Senior 
Reviewer 



Statement of Ambassador Alberto M. Fernandez 
Coordinator for the Center of Strategic Counterterrorism Communications 

before the 

House Foreign Affairs Subcommittee on Terrorism, Nonproliferation and Trade 

August 2, 2012 



Chairman Royce, Ranking Member Sherman, Members of the House Foreign Affairs 
Subcommittee, thank you for the opportunity to be here today. I am extremely pleased to be 
with you this afternoon to discuss the interagency Center for Strategic Counterterrorism 
Communications (CSCC). As you know, representatives of my senior staff and I met with many 
staffers representing the House Foreign Affairs Committee two months ago on June 1st for an 
introductory briefing. We were very pleased with the offers of support that followed. 

Al-Qa'ida has repeatedly made clear the importance it attaches to the media struggle. Al- 
Zawahiri has described the communications space as "more than half the battle," and Western 
scholars of this terrorist organization and its affiliates have noted the centrality of 
communications to the work of these groups. CSCC was established at the direction of the 
President and Secretary of State in September 2010 to coordinate, orient, and inform 
government-wide foreign communications activities targeted against terrorism and violent 
extremism. It builds on the pioneering work done in the previous Administration to respond 
rapidly and effectively to al-Qa'ida terrorist messaging and was formally codified by an 
Executive Order on September 9, 201 1 . CSCC operates under the broad policy direction of the 
White House and interagency leadership and is housed in the Department of State with the Under 
Secretary of Public Diplomacy and Public Affairs. I report directly to the Under Secretary for 
Public Diplomacy and Public Affairs Tara Sonenshine, and we work very closely with the 
Bureau of Counterterrorism (CT), other Department bureaus, and other government agencies. In 
addition, we have a Steering Committee chaired by Under Secretary Sonenshine, with 
Counterterrorism Coordinator Ambassador Daniel Benjamin as vice chair. The committee 
includes representatives from nine agencies, including the National Counterterrorism Center 
(NCTC), the Departments of Defense, Treasury, Justice, Homeland Security, and the Central 
Intelligence Agency (CIA) and the U.S. Agency for International Development (USAID), and 
held its initial meeting earlier this year. 

I also want to acknowledge the superb effort of my predecessor, Ambassador Richard LeBaron, 
now retired, in working so hard and effectively to give CSCC its very specific focus and inter- 
agency character. 

We target a very specific audience overseas through our products for U.S. government 
communicators, projects and the online engagement of our Digital Outreach Team (DOT). 
These efforts are conducted in collaboration with U.S. embassies and consulates, interagency 
partners, and outside experts. To achieve these goals, CSCC is divided into three distinct areas 
of operation. 
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Intelligence and Analysis 

Analytic support from the Intelligence Community (IC), academia, and other sources of relevant 
expertise is essential to CSCC's mission to counter the actions and ideologies of al-Qa'ida, its 
affiliates and adherents, other terrorist organizations, and violent extremists overseas that 
threaten the interests and national security of the United States. During the past 1 8 months, we 
have taken several steps to integrate collection and analysis into our process for devising 
counter-narratives. We share this analysis in support of other efforts to counter the ideologies 
and activities of such organizations as well. The assignment of senior IC analysts to the CSCC 
staff and a Sensitive Compartmented Information Facility (SCIF) working environment 
integrates analysis into all aspects of CSCC activities and facilitates a robust working 
relationship with IC elements. We are pursuing additional opportunities to institutionalize an 
analytically driven process for CSCC that builds on these earlier efforts and will serve as a 
strategic roadmap for our future work. 

CSCC subscribes to two guiding principles for the Center's operations: 

Counterterrorism Communications must be guided by the best intelligence and academic 
analysis of the audience, the adversary, and the appropriate communications themes and 
techniques; and 

This must be an interagency effort, drawing on existing analytical and operational skills across a 
number of U.S. government agencies. The detail to CSCC of Intelligence Community and U.S. 
military personnel make this feasible. 

Drawing extensively on the subject matter expertise of the CSCC staff, Intelligence Community 
analysis, and academic work, CSCC has implemented a variety of projects directly supporting 
U.S. government communicators working with overseas audiences. Examples fall into four 
broad categories: 

Orchestrate baseline analysis and solicit opportunity analysis: CSCC commissioned a research 
and analysis project to codify al-Qa'ida master narratives as perceived by different local 
audiences, focusing particularly on two case studies in Yemen and Algeria that are being used to 
shape effective counter-narratives. The Open Source Center (OSC) and NCTC were partners in 
this project which has been useful to our field posts and other communicators. 

Identify and fill collection gaps: CSCC orchestrated interagency collaboration to commission a 
public opinion survey in Somalia seeking to understand local perceptions of al-Shabaab and 
other concerns, data that had been unavailable in the absence of an official U.S. presence. The 
Somali Unit in Embassy Nairobi, relevant bureaus in the Department of State, the Department of 
Defense's SOLIC and Africa Command, and other agencies, all contributed to the survey design 
and implementation. Results of the survey are being factored into our program planning and 
messaging. 

Provide grist for confronting al-Qa'ida rhetoric through direct digital engagement: The 
managers for the Digital Outreach Team (DOT) draw on OSC reports and finished intelligence to 
shape CSCC's online strategy and to prioritize themes and counter-messages for the DOT. 
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Develop tools for U.S. government communicators: CSCC partnered with OSC to establish a 
community website that assembles content and is accessible to all U.S. government 
communicators through OpenSource.gov. 

Metrics and Evaluation. A key component in refining our activities directed against violent 
extremism rests in developing a capacity to measure operational effectiveness, as well as 
evaluating resonance among our varied target audiences. While we have measures of 
performance, we are in the process of hiring a staff member who will be responsible for 
developing and refining measures of effectiveness (MOE) for our communications activities 
aimed at countering the activities and ideologies of terrorist organizations. The individual will 
collaborate with CSCC colleagues and others across U.S. government agencies to identify best 
practices among existing approaches to MOE development, data collection, and measurement, as 
well as commission new research or methodologies as needed for CSCC's mission. 

Plans and Operations 

The second area within CSCC is the Plans and Operations team, which designs and implements 
non-digital CVE communication strategies, tools, and programs to counter al-Qa'ida's ability to 
recruit and win support. The team has 13 positions with members from across the interagency 
including representatives from the Departments of Defense and State and the Intelligence 
Community. The section focuses on confronting, countering and undermining the efforts of al- 
Qa'ida and its affiliates and supporters in, and emanating from, five priority areas: 

• al-Shabaab in the Horn of Africa 

• al-Qa'ida senior leadership (AQSL) and its affiliates and allies in Pakistan and 
Afghanistan 

• al-Qa'ida in the Lands of the Islamic Maghreb (AQIM) and its associations in 
North and West Africa 

• al-Qa'ida in the Arabian Peninsula (AQAP) in Yemen and the broader Arabian 
Peninsula 

• al-Qa'ida in Iraq (AQI) and its offshoots in the Fertile Crescent 

The Plans and Operations team works closely with Department of State Regional Bureaus, the 
CT Bureau, U.S. missions and U.S. government communicators in key countries to strengthen 
the U.S. government's communications and engagement efforts against al-Qa'ida and affiliates. 
These efforts include: 

• Somalia: CSCC's strategy for countering al-Shabaab has led to implementation of 
programs involving collaboration by Embassy Nairobi's Public Diplomacy section, as 
well as the Somalia Unit at the Embassy, DoD's Military Information Support Team 
(MIST), USAID in Kenya, State's CT Bureau, and the NGO community. This model - 
sharing responsibility across aligned objectives - promotes optimal use of each office's 
expertise, resources, authorities, and time to reach Somali audiences inside and beyond 
Somalia. For example, CSCC obtained a privately produced documentary showcasing al- 
Shabaab's tragic impact on U.S.-Somali families and developed it into a packaged project 
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for use by U.S. government communicators abroad to engage with Somali diaspora 
communities. 

• Pakistan: CSCC coordinated Washington support and contributions for the Pakistan 
Countering Violent Extremism (CVE) Communications Framework and the creation of a 
Community Engagement Office at the U.S. Embassy in Islamabad. The Plans and 
Operations team supports CVE programs for Pakistan conducted by the Community 
Engagement Office, while CSCC's Digital Outreach Team reaches online audiences 
through Urdu language engagement. 

• Algeria: CSCC is an active participant in an interagency team that worked with the U.S. 
Embassy in Algiers to create a strategy to guide programming and expenditures in that 
country to counter the activities and ideology of terrorist organizations. CSCC also 
managed three research projects to fill critical information gaps for planners, and 
designed and funded a program with the embassy that will reach vulnerable youth in 
areas known for al-Qa'ida recruitment. 

• Resilient Communities Program: Throughout the world, survivors of terrorism inspire 
us with their strength and resilience. CSCC works with embassies from Argentina to 
Australia to support local NGOs and victim groups' efforts to amplify the voices of 
victims and communities. Through our Resilient Communities small grants program, we 
support projects that capture victims' stories and testimonies in these countries, often for 
the first time, and share them with audiences in their communities and beyond. The 
projects utilize a range of engagement tools and media, and many include online sites to 
make their stories available to audiences worldwide. 

The Plans and Operations team also provides public communication materials that focus on 
countering AQ rhetoric for use by all U.S. government communicators with overseas foreign 
audiences. These tools include CSCC Communication Templates on topics such as "Al-Qa'ida 
Not Welcome in Arab Spring" and "Highlighting Al-Shabaab's Actions Against Somalis." 
CSCC also provides "Quick Thought" products to orient and inform U.S. government 
communication efforts - recent "Quick Thoughts" include "A Plague of Locusts: CT Messaging 
Against AQIM and Ansar al-Din," "One Path to Address CT Concerns in Syria without Helping 
the Regime or Alienating the Opposition" and "Al-Qa'ida and Al-Shabaab Merger: A Counter- 
Messaging Opportunity?" 

CSCC Digital Operations 

CSCC's third section is the Digital Outreach Team (DOT), which directly counters the al-Qa'ida 
narrative and propaganda in interactive digital environments, working in Arabic, Urdu and 
Somali and using text, still images and video. The team was initially created in 2006 as an 
online rapid-reaction unit focused on general Public Diplomacy goals. When it became a part of 
CSCC in late 2010, the DOT's mission shifted to counterterrorism, with a specific focus on al- 
Qa'ida and the constellation of like-minded terrorist groups associated and affiliated with al- 
Qa'ida. 

DOT's current configuration and operations reflect the objectives and priorities in the Executive 
Order establishing CSCC and the National Strategy for Counterterrorism, which names Yemen, 
Pakistan, and Somalia as focus areas for counterterrorism efforts. The team consists of 10 
Arabic-speaking writer-analysts, five Urdu speakers, and two Somali speakers, as well as a 
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director and deputy director. Three members of the team are video producers — two Arabic 
speakers and one Urdu speaker — in order to keep pace with an online environment that 
increasingly runs on video. The approximate budget for CSCC digital operations is $3 million 
annually, about half of CSCC's entire budget. 

Most of the team's engagements, which number more than 17,000 since its inception and more 
than 7,000 since becoming part of CSCC, consist of written text posted to online forums, 
Facebook or the comment sections of media websites. The team works primarily in mainstream 
interactive environments where al-Qa'ida and its supporters seek to radicalize disaffected youth. 
Engagements are branded — writer-analysts identify themselves as members of the Digital 
Outreach Team at the U.S. Department of State. The team makes active use of video and 
graphics. In-house video producers put together mash-ups that illustrate arguments against al- 
Qa'ida using vivid imagery. Because these clips generally use publicly available footage under 
fair-use rules, production costs are low and mostly limited to staff time. We are seeking to 
expand more into video and other visual material in response to the changing tastes of our target 
audience. 

Three basic principles animate the team's activities: Contest the space, redirect the conversation, 
and confound the adversary. The first involves establishing an overt U.S. government presence 
to push back at al-Qa'ida narrative and propaganda and counter the misinformation about the 
United States that frequently fuels extremist narratives. Put simply, where al-Qa'ida supporters 
attempt to post propaganda in mainstream environments, the Digital Outreach Team is there to 
quickly hit back. Team members do this by acting on the second principle — redirecting the 
conversation to topics that are detrimental to al-Qa'ida, like the group's atrocious record of 
killing Muslims, its own dissonance and internal contradictions and its failure to achieve 
anything positive. Finally, by denying al-Qa'ida the ability to spread its message freely in virtual 
environments, and by shifting discussions to uncomfortable areas for al-Qa'ida, the team seeks to 
"get in their heads," confounding and discomfiting al-Qa'ida's online supporters and 
sympathizers so that they can no longer operate with impunity in virtual environments. 

In line with these principles, the team organizes much of its work around targeted campaigns. 
For example, when al-Qa'ida media units or supporters post banners, the team often mimics 
them, creating new banners that resemble al-Qa'ida propaganda in form but expose the group's 
destructive means and ends. The team then posts the new banners to interactive websites 
alongside the originals. As al-Qa'ida in the Arabian Peninsula made a bid to hold ground in 
Southern Yemen, the Digital Outreach Team countered with a campaign that began in late 201 1 
and have continued through mid-2012. With more than 600 engagements, as well as several 
video clips and banners, the team highlighted al-Qa'ida's abominable methods and aims on 
locally focused platforms, including Yemeni tribal forums, in order to reach the audience most at 
risk. An Urdu-language campaign in June- July 2012 pushed back against extremist narratives in 
Pakistan with examples of U.S. -funded aid projects — for more than 30 days, the team carried out 
255 engagements using 10 videos and 10 still images on 29 online platforms, reaching nearly 
50,000 people through Facebook and forums and generating over 400 comments. 

The DOT receives strong support from CSCC's interagency partners. One concrete example: 
Open source intelligence is particularly important for a team engaged in attributed 
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communications, CSCC works closely with the DNI's Open Source Center to ensure that a 
steady stream of open source reporting on four types of materials detrimental to al-Qa'ida- 
reports about the victims of terrorism, defectors, derogatory information, and rebuttals of al- 
Qa'ida ideology--is channeled to the team for use in its engagements. More broadly, the 
Intelligence Community provides valuable analysis to inform strategic decision-making. Finally, 
the Team coordinates closely with the relevant Department of Defense components where 
mission sets overlap in order to achieve common objectives. 

The team is relatively new, and while it has developed solid measures of performance, measures 
of effectiveness remain rudimentary, although CSCC is working hard to make them more 
rigorous. Measures of performance include ensuring the presence of counter-messaging in the 
same online environments where al-Qa'ida supporters post propaganda — a fundamental tenet of 
the team's work is to deprive al-Qa'ida of uncontested virtual space. An early measure of 
effectiveness has been irate responses from online extremists, who fulminated on various 
occasions, expressing a desire to hack the Digital Outreach Team's YouTube channel, warned 
their followers to be wary of providing fodder for the team, and even discussed the possibility of 
setting up their own Digital Outreach Team. Ongoing and planned efforts to develop more 
robust measures of effectiveness include the following: 

• Adapting tools developed by Sandia National Laboratories to track the propagation of al- 
Qa'ida message and determine the concurrent presence of counter-messaging, and to use 
text analytics to fine-tune the supporting materials analysts use in their engagements. 
This ongoing project is funded mainly by the Department of Defense. 

• Conducting focus groups to determine the effectiveness of video clips against al-Qa'ida. 
This project is slated for the fourth quarter of FY2012. 

• Working with a fulltime metrics specialist, who will be part of the Integrated Analysis 
section of CSCC. 

Digital environments are developing rapidly, as are al-Qa'ida efforts to exploit them. CSCC 
intends not only to keep pace, but to innovate. The rise of handheld devices provides an 
opportunity to do so. Our Digital Outreach Team has already deployed video with mobile 
platforms in mind in one of our highest priority areas— a recent Yemen-focused clip garnered 
15-20 percent of views on mobile devices. Future plans include establishing a presence on 
mobile based interactive environments, distributing audio files over mobile devices to reach less 
literate audiences, and finding new ways to deliver digital content to the physical environment 
through handheld devices. 

Chairman Royce, Ranking Member Sherman and other committee members, I would like to 
thank you for your continued interest and support. Our work is still very new and evolving and 
we operate in a highly volatile and dynamic environment so certainly welcome all perspectives 
and insights that would help us respond and anticipate this challenge rapidly and effectively. 
Thank you very much. 
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$ 


37,674.00 


nniK /irf /* A Ptr - 

PRIMESCAPE 


loyb^Ky /z4 


$ 




k dirri am rcr tmti a I ncnf AMMFl I I f 

MISSION ESSENTIAL PERSONNEL, LLC 


109bzKy/zb 


$ 845,187.20 


GAP SOLUTIONS INC 


luybzKy /zb 


$ 


185,860.80 


SYMTElH corpora tion 


luyb/Ky /z / 


$ 


125,064.00 


ADDA V IMCHDM A TIOM TCrUMHl ^" V 

ARRA Y llNif-ORIVIA 1 ION 1 bLHNOLoY , 


luyb/rvy / zs 


$ 


784.70 


CHI IM/** NAM DfMA/C 

SbUNCj HAN KUWb 


luybzKy / zy 


$ 


135,363.20 


/*a urn i r - n\ \ /rMr\AD 

CANCELLED VENDOR 


luybzKy /iu 


$ 




EDUCATION AND DIVERSITY F0UND1 


10962R9731 


$ 


50,000.00 


SIRC 


10962R9732 


$ 


7,821.70 


GAP SOLUTIONS INC 


10962R9733 


$ 


94,828.80 


PRIMESCAPE 


10962R9734 


$ 


505,913.60 


SYMTECH CORPORA TION 


10962R9735 


$ 


51,688.00 


2600 Supplies 


Citibank 


10962C999E 


$ 


26,568.11 


Citibank 


10962C777B 


$ 


20,000.00 


CITIBANK 


10962C999X 


$ 


97.50 


CDW GOVERNMENT LLC 


10962R9721 


$ 


6,410.64 


3100 Equipment 


KNOLL, INC 


10962R9707 


s 


4,269.83 


KNOLL, INC 


10962R9707LF 


$ 


4.65 


HBF TEXTILES 


10962R9709 


$ 


789.10 


HERMAN MILLER, INC 


10962R9710 


$ 


6,037.79 


EMCOR GOVERNMENT SERVICES, 1 


10962R9712 


s 


5,556.97 


APPTIS TECHNOLOGY SOLUTIONS, 


10962R9720 


$ 


6,418.00 


4100 Grants 


CORMAN, STEVEN 


10962G9700 


$ 


308.25 


OAKES, NIGEL 


10962G9701 


$ 


250.00 


SAGEMAN, MARC 


10962G9702 


$ 


272.00 


SHAIKH, MUBIN 


10962G9702 


$ 


261.00 
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BALLEN, KENNETH 


10962G9703 


$ 


274.00 


JOHNSEN, GREGORY D 


10962G9704 


$ 


929.00 


MAHJAR-BARDUCCI, ANNA 


10962G9705 


$ 


250.00 
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